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Este manual descreve o procedimento para a instalacdo do SafeSign Smartcard. Cada
Smartcard possui seu préprio drive, manual de instalacao e configuracao.
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1. Instalacao SafeSign Standard
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Safesign Standard instalacdo e configuracao
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Introduction
Fead Me

License
Destination Select
Installation Type
Installation

Summary

Introduction

Read Me

License
Destination Select
Installation Type
Installation

Summary
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- Install SafeSi_gn Identit_y Client

Welcome to the SafeSign Identity Client Installer

This package will install SafeSign cryptographic middleware on your Mac
05 X. Please follow the instructions in the installer carefully as
disregarding them may lead to a broken installation.

Continue

- Install SafeSi_gn Identit_y Client

Important Information

+ Users of Intel based Macintosh computers MUST NOT install
smart card reader drivers that are not Universal Binaries as
installing these drivers will corrupt the smart card subsystem.
Please read the documentation supplied with your smart card
reader driver carefully before installing it. Most CCID compliant
devices work with the standard Apple CCID driver.

+ SafeSign for Mac OS X will only run on Mac 05 X 10.6 or up.

For questions about this installation please contact your reseller/vendor.

Print... Save... Go Back Continue

Na janela que se abre clique em continue (Continuar).
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@ License
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Installation
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w Install SafeSign Identity Client

Software License Agreement
English < |

SafeSign Identity Client License Terms and Conditions

Clause 1

Subject to the terms and conditions of this Agreement, A.E.T. Eurcpe B (hereinafter: AET)
granis to Licensse a non-exclusive, non-transferable and non-objectionable license to use
SafeSign Identity Chent. Licensee is not granted any ownership rights. Licenses are granted on the
condition that the Licensee fully complies with the terms and conditions of this Agreement. All
intellectual and industrial ownership rights are and will remain the exchesive property of AET.
Licensee is explicity forbidden at all times to transfer, lease, sub-license or grant limited rights to
{portions of) SafeSign Identity Client, or to transfer SafeSign Identity Client to any third pariies in
whatever manner or for whatever purpose.

Clause 2
The Licensee is prohibited from removing or modifying in any manner and for whatever purpose,
any notices with regard to copyright, brand names, trademarks or any other intellectual or

industrial property rights from SafeSign Identity Client, including notices pertaining to the private
nature in the confidentiality of SafeSign Identity Client.

Clause 3

AET reserves the right to take technical measures for the protection of SafeSign Identity Client.

Print... Save... Go Back Continue

@ w Install SafeSign Identity Client
To continue installing the software you must agree to the terms of
the software license agreement.
Inti ; " . i : .
Click Agree to continue or click Disagree to cancel the installation and
Re quit the Installer.
@ Lic
De| 2 i
Read License Disagree Agree AET}
) use
Ing Eie
- X " condition that the Licensee fully complies with the terms and condifions of this Agreement. All
Installation inteflectual and industrial ownership rights are and will remain the exchsive property of AET.
Licenses is explicitly forbidden at all times to transfer, lease, sub-license or grant limited rights to
Sum mary {portions of) SafeSign Identity Client, or to transfer SafeSign Identity Client to any third parties in

whatever manner or for whatever purpase.

Clause 2
The Licensee is prohibited from removing or modifying in any manner and for whatever purpose,
any notices with regard to copyright, brand names, trademarks or any other intellectual or

industrial property rights from SafeSign Identity Client, including notices pertaining to the private
nature in the confidentiality of SafeSign Identity Client.

Clause 3

AET reserves the right to take technical measures for the protection of SafeSign Identity Client.

Print... Save... Go Back Continue

Na janela que aparece clique em continue (Continuar) e logo em seguida no alerta
cliqgue em Agree (Aceito) e clique em continue (Continuar).
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e e Install SafeSign Identity Client s

Standard Install on “Mac OS X"

This will take 58,6 MB of space on your computer.

© Introduction
» Bead Me Click Install to perform a standard installation of this software
3 for all users of this computer. All users of this computer will

@ License be able to use this software.
© Destination Select
» Installation Type

Installation

Summary

Change Install Location...
Go Back Install
P Installer is trying to install new software. Type

your password to allow this.

Username: |Usuario |

Password:

Cancel

Caso seja solicitado entre com seu usudrio e senha.
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[ ] w Install SafeSign Identity Client [

To install this software, all applications
: A must be closed, and you will be logged out
5 when the installation is complete. Are you
@ Introductic 7
sure you want to install the software now?

» Read Me i software

3 ater will
» License
Cancel

Destinatio
@ Installation Type
Installation

Summary

Change Install Location...

Go Back Install

No alerta clique em continue installation (Continuar Instalando) e depois em
install (Instalar).

[ N ] w Install SafeSign Identity Client s

The installation was completed successfully.

¢ Introduction

» Read Me

+ License
Destination Select

* Installation Type The installation was successful.

@ Installation The software was installed.

@ Summary

Click Log Out to finish installing the software.

Aguarde o processo de instalacdo ate que apareca a imagem acima, quando
finalizado faca o Log Out conforme solicitado pela instalacdo.
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3. Verificando a instalacdo do Safesign

'YX B Applications
< =mio = #He O Q
App Store Automator Blackmagic Disk Calculator Calendar Ghess
Speed Test
-3 \.
Contacts Dashboard Dictionary DVD Player FaceTime Font Book
evces ‘ (A @ @ ‘
E Fablano: Mackook B Game Genter GPG Keychain iBooks Image Capture Tunes Launchpad
0 soluti a
Tags N - e
VM Windows “ 9"7.@ d q} -
® Red o (& =
L e LibreOffice Mail Maps Messages Microsoft Remote Mission Control
“Yellow Desktop
® Green =
® Bue o 5\l H
@ Purple = o e .
All Tag: Notes Photo Booth Preview QuickTime Player Reminders Saf
@ @ / (D] >/
smeFanGontrol Stickies System TextEatt Time Machine tokenadmin
Preferences

———— e —————

Navegue ate a pasta de aplicativos e verifique o aplicativo de gerenciamento do
token, conforme imagem acima.

| N N Utilitario de administragdo de token

Mome da Leitora ou do Token Status do token

¥ OMNIKEY CardMan (076B:3021) 3021 ausente

Insira o leitor do token na porta USB e inicialize o aplicativo, verifique se a leitora
do token esta disponivel conforme imagem acima.
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Utilitario de administragdo de token
Status do token

Nome da Leitora ou do Token
operacional

% SmartSoluti

Insira o token na leitora de cartdo e verifique se a leitora o identifica conforme a

imagem acima.

[ ] [ ] Objetos PKCS #11 (SmartSoluti)
Objetos de Token

Tipo Privado

B2 Certificado Autoridade Certificadora Raiz Brasileira v2 emitido por A... Nao

Certificado AC SOLUTI Multipla emitido por AC SOLUTI Nao

=] Certificado  AC SOLUTI emitido por Autoridade Certificadora Raiz Br MNao

Rétulo

Mostrar objetos privados

Salvar objetos Editar rotule Excluir objeto

Ver Certificado

Clique sobre o token e verifique se a cadeia de certificados esta disponivel

conforme a imagem acima.
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2. Configurando o SafeSign no navegador Firefox.

®ee0 @  Mozilla Firefox Start Page % | 4
€ ) © Firefox| Search or enter address @ | Q Search wBe ¥ &=
> -
cut Copy | O Paste
= 100% +

0 =« B

Nee Widoe v riein S8 ceve Paga

= 0 A

History  Full Soreon
Find Preferences | Add-ons
Developer
Q !
—
m  ModilaPrincple 47: Fres and open source software promotes the €3 signinto Sync
development of the Internet as a public resource. Learn more.
Gustomize (7] [V}
i

$ Ok O & O B @ rreonsm

Downloads  Bookmarks History Add-ons Syne Preferences.

No menu do Firefox selecione preferencias.

[ X ] Advanced

o] = Q =y A B 5 Q)i

General Tabs Search Content Applications Privacy Security Sync | Advanced

Goneral Data Coicos _Network _Update [ ]

When a server requests my personal certificate:
I Select one automatically (£ Ask me every time

Query OCSP responder servers to confirm the current validity of certificates

Selecione Avancado > Certificados > seguranca de Dispositivos
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[ X X ] Device Manager
Security Medules and Devices Details Value o
¥ NSS Internal PKCS #11 Module
Generic Crypto Servicas Log Out

Software Security Device
¥ Builtin Reots Module

Unload

Change Password

Enable FIPS

Selecione carregar.

[ N Load PKCS#11 Device
Enter the information for the module you want to add.
Module Name: SafeSign

Medule filename:  /usrilocallib/libaetpkss.: Browse...

/ Cancel “

fusr/local/libflibaetpkss.3.0.dylib

Coloque um nome para o modulo do SafeSign e configure o modulo
Jusr/local/lib/libaetpkss.3.0.dylib, conforme a imagem acima.

[ X X ) Device Manager
Security Modules and Devices Details Value Coigli
¥ NSS Internal PKCS #11 Module
Generic Crypto Servicas Log Out

Software Security Device
¥ Builtin Roots Module

Change Password

Builtin Otject Token Load
¥ [ safeSign
Unload

UNAVAILABLE 0

UNAVAILABLE 1 Enable FIPS
UNAVAILABLE 2

UNAVAILABLE 3

UNAVAILABLE 4
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